In this article, we present a proposal for a secure data transmission technology. This technology can be used to build various low-power wireless networks, for example, in smart home systems, industrial wireless sensor networks, communication networks of Smart Grids. The peculiarity of such networks is that the devices from which they consist do not have sufficient power to support execution of asymmetric crypto algorithms. In the proposed architecture, cryptographic protection of data is provided by using exclusively symmetric crypto algorithms.
Introduction
As the technologies of the Internet of things develop, local networks become more and more popular, the nodes of which are low-power specialized computing devices. Examples of such networks are smart home control systems [1] , Smart Grid communication networks and industrial wireless sensor networks.
Like other communication systems, such networks require the protection of data [2] . Particularly acute is the issue of security in networks serving the critical infrastructure -electrical networks, large industrial facilities, etc. At the same time, standard cryptographic protection measures are often ignored when building up such networks. The power of the devices used is not provided to execute asymmetric algorithms.
There are several encryption key management systems, but there is no final solution [3] . Some authors support open key infrastructures (PKI), however, this approach has a number of shortcomings in the framework of application in low-power systems, the most obvious of which is the inability to meet stringent requirements with respect to resources expended and computation time, since the hardware capabilities are strictly limited. Also, the process of revoking compromised keys requires more complex mechanisms than in symmetric schemes, where simple key updating is sufficient [6] . For example, ability to generate keys in devices without the need for communication can be as a solution [4, 5] . In this case, regular updating of keys does not cause additional overheads [6] .
In the work of Sauter and Treytl, the infrastructure of symmetric keys for low-power networks was first proposed. The infrastructure is universal with respect to symmetric algorithms of encryption and hardware.
Process of work has been tested on a primitive 8051 controller with symmetric encryption algorithms DES and AES [6] .
In this article, a technology is proposed with the use of concrete hardware and concrete encryption algorithms. The article is organized as follows: In the second section, we describe the hardware that is proposed to be used to build a secure low-power sensor network. In the third series, cryptographic data protection is discussed, and conclusions and suggestions for further work are given in section 4.
Hardware and Communication
Nowadays, there is a huge variety of cryptographic methods of data protecting. There are many algorithms, each of which has its pros and cons [13] . But the main drawback, namely for microcontrollers, is a lot of mathematical calculations, which in turn creates a huge delay when processing data packets. It is necessary to minimize existing encryption algorithms without much damage to cryptographic strength.
To implement complex and simple encryption algorithms we will need microcontrollers with good memory capacity and computational power. As a platform for prototype, we decided to use a chip, based on AVR. There are several AVR chips [10] , but the final choice for prototype is ATmega328P chip. This solution has enough resources and performance to execute all mathematical operations in a short time. Below is a structural diagram of this chip and the characteristics [7] . • I2C bus • SPI bus • 1 UART • 1x 16bit timer • 2x 8bit timer Due to the development environment of Arduino IDE, the programming process is simplified as much as this environment eliminates a lot of settings and additional project configurations.
After successful tests of the work done on the prototype, it is planned to change the development platform to a more serious one, namely STM. These controllers have more computing resources in comparison with AVR. Another important point is that STM is cheaper than AVR several times and has better performance results. The disadvantage is the complexity of a process of developing projects because of the specific nature of existing development environments. There is a difficulty in setting up [15] To transfer information between the controllers, the HC-12 (NS-12) radio transmitter was chosen. This is a half-duplex wireless serial communication module with 100 channels in the range 433.4-473.0 MHz, capable of transmitting data for a distance of up to 1 km [9] . It is planned to create software modules capable of recreating a self-organizing network analogous to ZigBee • Interface for communication with external devices -UART
• Current consumption -from 3.6 mA to 16 mA, depending on the mode of operation
• Peak current consumption -up to 100 mA (data transfer)
• Current consumption in standby mode -80 μA • Supply voltage -from 3.2 V to 5.5 V.
Cryptography
Currently, cryptographic protection of data is not as widespread in the Internet of things, as it is required by the current state of affairs [20] , in most existing solutions it is either not available, or implementations in which it is available are much more expensive. To ensure the safe communication of devices in the project it is decided to use a cryptographic protection of data. At the moment, the symmetric cryptographic algorithms such as AES128, AES256, DES, RC4 and the algorithm with the public key RSA are located at the stage of implementation and optimization of the program code. After the implementation of the software is done, it is planned to do an evaluation of the efficiency in terms of the time spent on processing the data flow, cryptographic strength, and power consumption on the prototype hardware. In case of an unsatisfactory result, further optimization of the program code will be continued. The system of cryptographic protection of data in this project is constructed as follows: the flow of processed data is encrypted using a symmetric algorithm, for example, AES256 (the RC4 algorithm is used in the process of generating a secret key with taking into account all requirements that increase its cryptographic strength [16] ), and the transmission of the encryption key occurs via an asymmetric algorithm, for example, RSA. The explanation for the choice of such encryption system configuration is that symmetric algorithms take less time to encrypt and decrypt information than asymmetric ones [6] , and the level of cryptographic strength of certain ones, for example, the same AES256, is quite high [17] . Asymmetric cryptographic algorithms spend much more resources, but they allow you to transmit encrypted information over unprotected channels of information transmission safely. A specific example is transmission of an encryption key for a symmetric algorithm.
When using the above-mentioned configuration of the data encryption system, the optimal resource consumption and a sufficient level of protection of the transmitted data are ensured.
The results of Sauter and Treytl show that the calculation of the Diffie-Hellman function, used in asymmetric crypto algorithms, requires significant computational power, as a result of which the encryption operation is performed a thousand times slower on the controller than encoding with a symmetric algorithm. Therefore, it is preferable to use a symmetric key infrastructure only.
As an encryption algorithm, we propose to use ARC4 (alleged RC4). This is one of the most easy to implement encryption algorithms, which does not require significant computing resources [19, 18] . However, this algorithm should be used with great caution due to the large number of potential vulnerabilities. An additional research of potential vulnerabilities of the algorithm during the implementation of symmetric key infrastructure is required.
Conclusion
This article discusses the technology for ensuring secure communication between low-power devices. This article is a proposal of such technology -it is proposed to use a specific hardware and crypto algorithm. In the course of further research, it is planned to develop software for processing transmitted and received data and to check the state of security of data transmission using the ARC4 algorithm.
